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The chain of custody represents one of the most fundamental principles in digital forensic 
investigations, as it guarantees that electronic evidence remains authentic, untampered, and 
admissible in judicial processes. In many investigations, however, conventional approaches to 
maintaining the chain of custody rely on centralized logs and manual documentation, which can 
be vulnerable to manipulation, human error, or unauthorized access. Even small inconsistencies in 
the documentation of evidence handling may result in serious challenges to its admissibility in 
court, thereby weakening the overall credibility of an investigation. In response to these persistent 
limitations, blockchain technology has emerged as a promising mechanism to reinforce forensic 
practice. Its inherent properties of immutability, decentralization, and transparency align closely 
with the requirements of reliable and trustworthy evidence management. This research explores 
the integration of blockchain technology into digital forensics by evaluating blockchain-based 
chain of custody frameworks in comparison with traditional documentation systems. The study 
emphasizes the extent to which blockchain can enhance integrity assurance, establish verifiable 
audit trails, and strengthen confidence in evidence handling across the entire investigative process. 
To further illustrate this integration, a case simulation is presented in which blockchain is applied 
to record evidence transfers during a cybercrime investigation. The findings indicate that 
blockchain-based chain of custody models improve the reliability of forensic reporting and 
contribute to legal admissibility. At the same time, the study acknowledges unresolved challenges 
related to scalability, privacy concerns, and judicial recognition across different jurisdictions. 
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1 INTRODUCTION 

The chain of custody is one of the most fundamental principles in digital forensics because it documents how evidence is 
collected, transferred, analyzed, and presented in court. This documentation ensures that evidence remains authentic, reliable, 
and admissible during judicial processes. However, conventional approaches to maintaining the chain of custody still rely heavily 
on centralized databases and manual record-keeping, both of which are vulnerable to tampering, manipulation, and human error 
[1]. Even minor inconsistencies in documentation can result in disputes that undermine the credibility of an investigation and 
lead to the rejection of digital evidence in court [2]. This persistent limitation creates the main research problem: how can forensic 
investigators ensure the authenticity and integrity of digital evidence in a way that is tamper-proof, transparent across multiple 
stakeholders, and defensible in legal proceedings? 

The purpose of this study is to explore blockchain as a potential solution to this problem. Blockchain technology, with its 
properties of immutability, decentralization, and transparency, has been widely discussed as a mechanism to reinforce trust in 
data management. In the context of digital forensics, these characteristics align closely with the requirements of a secure and 
verifiable chain of custody. This research therefore aims to evaluate blockchain-based frameworks for the chain of custody in 
comparison with traditional systems. The objective is to determine how blockchain can improve evidence integrity, provide 
verifiable audit trails, and strengthen the confidence of investigators, courts, and policymakers in digital forensic processes [3]. 

The benefits of this research extend across academic, practical, and societal dimensions. For scholars, it contributes to the 
growing body of literature on blockchain applications in cybersecurity and forensic science. For practitioners, it provides 
investigators with a more secure mechanism for documenting evidence handling, thus reducing the possibility of dispute in 
judicial contexts. For legal authorities, blockchain-based records offer stronger guarantees of evidence authenticity and may 
improve judicial confidence in digital investigations. At the societal level, the use of more trustworthy forensic methods supports 
the credibility of law enforcement and reinforces public trust in digital justice systems [4]. 

The urgency of this research becomes clear when looking at the growing number of disputes concerning digital evidence 
in recent years. Interpol reports that nearly one-third of digital forensic cases involve contested chains of custody, primarily due 
to incomplete or questionable documentation [5]. At the same time, the last five years have seen a rapid increase in academic 
and technical interest in blockchain for forensic workflows. Yang et al. [6] demonstrated that blockchain can provide immutable 
audit trails for cybercrime investigations, while Liu and Xu [7] showed that smart contracts can automate verification processes 
in forensic environments. Vasilaras et al. [8] further highlighted that distributed ledger systems can improve accountability in 
multi-jurisdictional cases. These findings demonstrate both the challenges of the current system and the growing relevance of 
blockchain-based solutions. 

To illustrate this urgency, Figure 1 presents the trend of disputed chain-of-custody cases compared with the adoption of 
blockchain in forensic research between 2019 and 2023. The bar chart shows a steady increase in the percentage of forensic 
cases facing disputes over evidence admissibility. In parallel, the line graph indicates a significant rise in blockchain-related 
forensic studies during the same period. This contrast highlights the growing gap between the limitations of traditional chain-of-
custody practices and the potential of blockchain as a corrective mechanism. The data emphasize why the integration of 
blockchain into forensic workflows should be investigated more thoroughly, both as a technical solution and as a step toward 
improving legal admissibility of digital evidence. 
 
 

 
Figure 1. Trends in Digital Forensics 

 



FORSEC: Forensic and Security Journal 
 

Blockchain-BasedChain of Custody in Digital Forensic: Ensuring Integrity and Legal Admissibility of Evidence 
(Naufal Hanif) 
 

36 

2 RESEARCH METHOD 

This study adopted an experimental–comparative methodology to examine the potential of blockchain technology as an 
alternative framework for documenting the chain of custody in digital forensics. The research design was structured to reflect 
real investigative scenarios in which evidence integrity, verification efficiency, and legal admissibility are essential. The method 
integrated controlled experiments, simulation of forensic processes, and comparative analysis between conventional and 
blockchain-based approaches. 

The first stage involved the selection of evidence types representative of real-world investigations, including hard disk 
images, smartphone logs, and captured network traffic. Each item was processed twice: once through a traditional documentation 
system based on centralized logging, and once through a blockchain-based framework. In the conventional approach, handling 
events were recorded manually or within a structured query language (SQL) database. In the blockchain model, each action 
related to the evidence—such as collection, hashing, transfer, analysis, and reporting—was logged onto a private Ethereum-
based test network. Similar approaches have been discussed by Kim and Lee [9], who emphasized the role of blockchain in 
creating immutable digital audit trails for forensic evidence. 

The second stage focused on hashing and verification procedures. For both traditional and blockchain workflows, multiple 
cryptographic functions (MD5, SHA-256, and SHA-3) were applied to generate digital fingerprints of the evidence. While the 
traditional approach stored hash values in a centralized record, the blockchain-based model embedded them directly into the 
ledger via smart contracts, ensuring immutability and transparency. Research by Park et al. [10] demonstrated that embedding 
cryptographic verification within blockchain significantly improves resilience against tampering, making it especially suitable 
for forensic purposes. 

The third stage implemented the blockchain logging mechanism. A private Ethereum blockchain was configured with nodes 
representing different forensic stakeholders, including investigators, laboratory analysts, and legal authorities. Each transaction 
of evidence handling was broadcast to the network and immutably recorded. Smart contracts were developed to automate 
timestamp validation and restrict evidence entry only to authenticated participants. Such mechanisms have been recommended 
by Hassan et al. [11], who highlighted that permissioned blockchain environments are effective in balancing transparency with 
access control in sensitive investigations. 

The fourth stage involved comparative evaluation of both models. The analysis measured tamper resistance, verification 
time, and scalability. For tamper resistance, attempts were made to alter evidence logs in both systems. The blockchain model 
consistently prevented alterations due to its distributed and immutable ledger design. For verification time, blockchain allowed 
automated validation through smart contracts, whereas manual verification in traditional systems required significantly more 
time. Scalability was evaluated by simulating large datasets; results indicated that while blockchain provided distributed 
resilience, it also faced performance challenges when managing high transaction volumes. These findings resonate with 
observations made by Zhuang et al. [12], who examined blockchain scalability issues in evidence management contexts. 

Finally, the method included a case simulation in which a compromised smartphone was seized during a simulated phishing 
investigation. Evidence was processed through both workflows to document how each system preserved integrity and generated 
audit trails. Blockchain entries provided cryptographically verifiable logs of every evidence-handling event, whereas the 
centralized system remained susceptible to undetected edits. The simulation confirmed earlier arguments by Lin and Chen [13], 
who noted that blockchain-based chains of custody significantly increase judicial trust in electronic evidence by providing 
transparent, immutable audit records. 

The overall workflow of the blockchain-based chain of custody is illustrated in Figure 2. The diagram shows the sequence 
beginning with evidence collection, followed by hashing and verification, blockchain entry, authorized evidence transfer, 
forensic analysis, and court presentation. Each stage is recorded immutably on the blockchain, ensuring that any attempt to 
tamper with the documentation is immediately detectable. 
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Figure 2. Blockchain-based chain of custody workflow 

 
The figure illustrates the process of integrating blockchain technology into forensic workflows for documenting the chain 

of custody. Evidence is first collected from sources such as disk images, mobile devices, or network logs, and then subjected to 
hashing and verification using multiple algorithms (MD5, SHA-256, and SHA-3) to generate unique digital fingerprints. These 
values, together with timestamps, are immutably recorded on the blockchain via smart contracts, ensuring that each event is 
cryptographically bound to the previous one. Subsequent evidence transfers are logged on the blockchain in real time, providing 
transparent and tamper-resistant tracking of access events. Forensic analysis and reporting stages are also appended to the ledger, 
creating a unified timeline of the investigation. Finally, the complete blockchain record serves as an immutable audit trail that 
can be presented in court, enhancing both the integrity and the admissibility of digital evidence. 

 

3 RESULTS AND ANALYSIS  
The experiments were designed to compare traditional chain-of-custody systems with blockchain-based approaches in 

digital forensic investigations. Both methods were applied to identical evidence sets, including disk images, smartphone logs, 
and network captures. The evaluation focused on four parameters: tamper resistance, verification time, scalability, and legal 
admissibility. 

 
Table 1. Comparison of Traditional vs. Blockchain-Based Chain of Custody 

Parameter Traditional Chain of Custody Blockchain-Based Chain of Custody 
Tamper Resistance Vulnerable to modification Immutable and cryptographically verifiable 
Verification Time Relatively slow (manual) Faster through automated smart contracts 
Scalability Limited with large datasets Distributed, scalable but resource-heavy 
Legal Admissibility Established in courts Emerging, varies by jurisdiction 

 
The results presented in Table 1 illustrate fundamental differences between the two approaches. Traditional systems remain 

vulnerable to tampering because they often rely on centralized logs or manual documentation, both of which can be altered 
without detection. Blockchain, by contrast, provides immutability and cryptographic assurance, ensuring that once evidence 
transactions are recorded, they cannot be modified retroactively. Verification time in traditional systems is slow, since 
investigators must manually review and confirm timestamps and hash values. Blockchain automates this process through smart 
contracts, significantly reducing verification delays and enabling rapid integrity checks in large-scale investigations. Scalability 
also differs: centralized systems struggle with increasing data volumes, whereas blockchain distributes records across multiple 
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nodes. However, blockchain performance can decline when transaction volume is extremely high, indicating a need for hybrid 
deployment models. Finally, legal admissibility remains a challenge. Courts are accustomed to traditional logs and have long-
established precedents for their acceptance, while blockchain-based records are still emerging in legal frameworks and are subject 
to variation between jurisdictions. To illustrate these findings in practice, three case studies were developed, each representing a 
different forensic scenario. 
 
4 CASE STUDIES 

The first case involved a phishing investigation in which a smartphone was seized from a suspect distributing malicious 
links via text messages. In the traditional workflow, seizure details and forensic imaging were logged in a centralized database. 
While this record seemed sufficient at first, it was later demonstrated that log entries could be altered without leaving any trace, 
thereby jeopardizing admissibility. By contrast, when the blockchain system was applied, every step—from evidence seizure 
and hashing to analysis and reporting—was immutably recorded on the distributed ledger. This created a transparent and tamper-
proof record that could be presented in court as an authoritative chain of custody. The blockchain record not only resolved the 
immediate vulnerability but also pointed toward a future strategy: the integration of blockchain into mobile forensic platforms, 
ensuring that every smartphone-related case is automatically logged in a secure and interoperable manner across investigative 
agencies. 

The second case study simulated a ransomware attack on a corporate network. Digital evidence included encrypted disk 
images, system logs, and ransom notes. Traditional documentation relied on spreadsheets to track who handled the evidence and 
when, but during simulation, investigators were able to edit these logs without detection. This raised doubts about accountability 
and created legal risk. Under the blockchain model, each transfer of evidence—imaging of compromised servers, memory dump 
collection, and analysis of ransom notes—was appended to the ledger with cryptographic validation and enforced timestamps. 
Smart contracts ensured that only authorized analysts could make entries, thereby resolving disputes over access. This solution 
not only strengthened the reliability of the case but also provided a clear strategy for organizations: embedding blockchain into 
their incident response systems. By integrating blockchain logging with corporate forensic workflows, future ransomware 
investigations can avoid documentation disputes, reduce delays, and present courts with a definitive record of all evidence 
handling. 

The third case examined a cross-border cyber fraud investigation involving servers located in multiple jurisdictions. 
Traditional chain-of-custody practices fragmented the record, as each jurisdiction maintained its own log in different formats. 
This created inconsistencies that undermined mutual trust and slowed down legal cooperation. In the blockchain-based approach, 
a permissioned distributed ledger was deployed across participating agencies. Each evidence-handling event—collection, 
transfer, or analysis—was immutably recorded and immediately visible to authorized investigators in every jurisdiction. This 
ensured a single, consistent, and tamper-proof record across borders. The solution provided not only technical resilience but also 
a roadmap for international collaboration: adopting blockchain frameworks as part of formal agreements and multinational task 
forces. This strategy, if pursued, would ensure that evidence disputes caused by fragmented documentation no longer hinder 
global cybercrime investigations. 

Taken together, the case studies demonstrate how blockchain-based chain of custody addresses weaknesses in traditional 
systems. Phishing investigations benefit from transparent mobile evidence handling, ransomware cases from immutable 
accountability within organizations, and cross-border fraud from standardized multinational documentation. In each case, 
blockchain provided a solution to immediate challenges and also suggested long-term strategies for improving forensic practice. 

Across all experiments and case simulations, blockchain consistently improved evidence integrity, verification speed, and 
transparency compared with traditional methods. While scalability and judicial recognition remain challenges, the results confirm 
that blockchain represents a paradigm shift in the chain of custody. It transforms documentation from a potentially vulnerable 
process into an immutable, verifiable, and collaborative system. Forensic readiness in the future should therefore include not 
only technical adoption of blockchain but also the development of legal frameworks and international agreements to ensure that 
blockchain-based audit trails are universally recognized in courts of law. 

 

5 DISCUSSION 
The findings from both the comparative experiments and the three case studies provide strong evidence that blockchain can 

transform how the chain of custody is maintained in digital forensics. The experiments demonstrated measurable advantages in 
tamper resistance, verification speed, and accountability, while the case studies illustrated how these improvements operate in 
practical contexts ranging from phishing investigations to cross-border cyber fraud.  

One of the most significant implications is the elimination of tampering risks. Traditional documentation systems, whether 
in the form of centralized databases or manual logs, are inherently vulnerable to manipulation. The phishing case study showed 
how a simple modification of log entries could undermine the credibility of an entire investigation. Blockchain, by contrast, 
offers immutability: once a record is written, it cannot be retroactively altered without detection. This is consistent with recent 
research that positions blockchain as a superior audit mechanism for evidentiary chains [9], [10]. The forensic advantage here is 
not only technical but also psychological: courts and investigators gain increased confidence when they know that audit trails 
are cryptographically protected against unauthorized changes.  
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Another important dimension is accountability in complex investigations. In the ransomware case, traditional spreadsheets 
failed to prevent unauthorized editing, leaving ambiguity regarding who handled the evidence. Blockchain addressed this gap by 
embedding access control and automated validation into the logging process. Similar conclusions were drawn by Hassan et al. 
[11], who argued that permissioned blockchains can balance transparency with controlled participation, ensuring that only 
authorized actors are able to append records. For forensic laboratories, this means that disputes over analyst accountability can 
be largely eliminated, since each action is tied to a digital signature and timestamp. 

The third dimension of discussion concerns international cooperation. The cross-border cyber fraud case study 
demonstrated how traditional systems fail to provide consistent documentation across jurisdictions. This fragmentation is a well-
documented challenge in global investigations, where evidentiary trust must extend beyond a single national authority. By 
introducing blockchain as a shared distributed ledger, investigators from different countries were able to maintain a common, 
tamper-proof record of evidence handling. Lin and Chen [13] note that such distributed systems significantly increase judicial 
trust in electronic evidence, particularly when multiple legal systems are involved. The implication is that blockchain not only 
addresses technical vulnerabilities but also acts as a diplomatic tool for harmonizing forensic practices across borders. 

While the results highlight blockchain’s transformative potential, it is equally important to recognize its limitations. 
Scalability remains one of the central challenges. As Zhuang et al. [12] observed, blockchain systems can experience 
performance degradation when transaction volumes are very high. This means that while blockchain is highly effective in 
controlled forensic environments, its efficiency in massive-scale investigations—such as nation-wide data breaches—may 
require hybrid models that combine blockchain with conventional high-capacity databases. 

Judicial recognition is another major issue. Courts are historically conservative in accepting new forms of documentation. 
Although blockchain provides technically robust records, its acceptance as legally binding evidence varies widely between 
jurisdictions. In some cases, blockchain records are treated as supplementary documentation rather than definitive proof. This 
aligns with Casey [2], who emphasized that the chain of custody must remain understandable and defensible within existing 
legal frameworks. Thus, while blockchain improves transparency and reliability, its courtroom utility depends on legal reforms, 
expert testimony, and the gradual establishment of precedent. 

The ethical and privacy implications also require careful consideration. While blockchain ensures transparency, 
overexposing forensic metadata on a shared ledger could reveal sensitive details about investigators, victims, or suspects. Hassan 
et al. [11] have warned that excessive transparency can inadvertently create privacy risks. Therefore, blockchain must be 
implemented in a permissioned and carefully designed manner, where visibility is granted only to authorized stakeholders while 
maintaining accountability. 

From a strategic perspective, the discussion suggests that blockchain should not be seen as a complete replacement for 
traditional systems, but rather as a complementary enhancement. In phishing investigations, blockchain should be embedded into 
mobile forensic tools to automate documentation. In ransomware cases, it should integrate into corporate incident response 
platforms to ensure accountability. For cross-border investigations, it should serve as the backbone of international forensic 
agreements. The future of blockchain in digital forensics therefore lies in its integration into broader forensic readiness 
frameworks. 

Finally, the findings highlight the policy implications of blockchain adoption. Governments and international organizations 
must consider updating legal frameworks to explicitly recognize blockchain-based records as admissible in court. This requires 
collaborative efforts among policymakers, legal experts, and forensic practitioners. Without such alignment, blockchain will 
remain a promising but underutilized tool. On the other hand, with proper legal recognition, blockchain could become the 
standard mechanism for documenting digital evidence globally, providing a solution to one of the most persistent weaknesses in 
digital forensics. 

 
6 CONCLUSION 

This research set out to examine how blockchain technology can address the persistent weaknesses of traditional chain-of-
custody mechanisms in digital forensics. The experiments and case studies confirmed that conventional systems, which rely on 
centralized logs and manual documentation, are highly vulnerable to tampering, inefficiencies, and jurisdictional inconsistencies. 
These limitations have repeatedly undermined the admissibility of digital evidence and weakened the credibility of forensic 
investigations. 

By integrating blockchain into the chain-of-custody process, the study demonstrated clear improvements in the integrity, 
efficiency, and transparency of evidence handling. The comparative analysis showed that blockchain provides immutable 
records that cannot be altered without detection, reduces verification time through automated smart contracts, and distributes 
accountability across multiple stakeholders. The case studies further illustrated how blockchain strengthens forensic processes 
in diverse contexts: protecting mobile evidence in phishing investigations, ensuring accountability during ransomware response, 
and harmonizing documentation in cross-border cyber fraud cases. In each scenario, blockchain not only solved immediate 
problems but also revealed strategic directions for building more resilient forensic systems. 

The implications of these findings extend to both practice and policy. For forensic practitioners, blockchain offers a 
powerful tool to safeguard evidence integrity and reduce disputes over admissibility. For legal systems, it provides a foundation 
for building greater trust in digital evidence, although wider judicial recognition and regulatory updates remain necessary. At the 
policy level, the adoption of blockchain can support international collaboration by standardizing evidentiary practices across 
borders. 
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In conclusion, blockchain should be viewed not as a replacement but as a critical enhancement to traditional chain-of-
custody systems. Its adoption has the potential to transform digital forensics from a vulnerable and fragmented process into a 
transparent, verifiable, and globally trusted system. Future research should focus on hybrid models that combine blockchain with 
scalable forensic databases, the development of privacy-preserving blockchain architectures, and the establishment of 
international legal frameworks that explicitly recognize blockchain-based audit trails. With these advances, blockchain can 
become an essential pillar of forensic readiness in the digital age. 
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